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Message from the 

Executive Director 

We know about the caller who 

screams "This is CRA. Pay the 

$500 you owe in taxes or your 

husband goes to jail". The next 

caller, a couple of days later yells 

at you that "I am the police. If you 

don't pay the CRA immediately, 

your husband will go to jail". We 

also know about about hackers 

who take over computers 

demanding ransom money to 

release our photos and personal 

emails. 

 

On television, we also see people 

who paid out thousands of dollars 

in cryptocurrency or bought 

iTunes gift cards. Is it really that 

easy to get scammed? 

 

Well, actually it is. 

 

OSSCO's staff including myself 

became targets of fraudsters and 

scammers. A caller claiming 

 

to be from the "CIBC" wanted a 

staff member to confirm 

information which was incorrect - 

wrong birth year, middle name 

and home address. That same 

caller phoned back a second time 

with the same information. As 

polite Canadians, my staff 

corrected them and let them know 

that they even had the wrong 

name for the board chair. 

 

I received a phone call from the 

same person, demanding to 

speak to someone in payroll. As 

they claimed to be from the CIBC, 

they insisted I provide them with 

information on my staff member 

and hung up when I asked which 

CIBC department this was. In 

calling the phone number on my 

call display back, they denied ever 

contacting me. 

 

Within thirty minutes of the caller 

hanging up, I received an email 

from our board chair asking me to 

connect with them. If you've taken 

OSSCO's computer beginner 
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https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing
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program, we stress the 

importance of not replying to 

any unknown email addresses. 

It turned out that I was not careful 

in reading the email address. 

When this email claiming to be 

my board chair asked me to 

purchase iTunes gift cards, I 

reported the fraudster to the 

Toronto Police and informed the 

fraudster that I reported them to 

the police. (To report a fraud to 

the Toronto Police, call 416-808-

2222) In the meantime, the 

fraudster contacted another 

employee and someone else 

received an email that had 

genealogy research done on 

them. 

 

We've periodically written on 

scams, frauds and how easily 

people find information about us. 

Scammers and fraudsters are 

more creative, aggressive and 

persistent. We bring you new 

information to protect yourself 

and how to make sure that our 

good names (and financial 

information) is safe. 

wealthy seniors who are at risk. 

Low income older adults are 

commonly targeted as well.

 

As a caregiver, how do you 

protect your senior loved one 

from falling victim to scams? 

Protecting your senior comes 

down to four key actions: being 

aware, being careful, doing your 

homework, and asking for help if 

you find that your senior has 

been the victim of a financial 

crisis.

 

Top 10 Senior Fraud Scams

Elderly Fraud is on 

the Rise

According to the Canadian 

Department of Justice, 

approximately 10% of Canadian 

seniors are victims of consumer 

fraud each year. Seniors 

continue to be a rapidly 

increasing segment of the 

population targeted by con 

artists. In fact, financial scams 

targeting seniors have become 

so prevalent that they are now 

considered to be “the crime of 

the 21st century.”

 

This crime against seniors is not 

always one that is perpetrated 

by strangers. Over 90% of all 

reported abuse of seniors is 

committed by someone in their 

own family. Shockingly, financial 

abuse such as depleting joint 

checking accounts, promising 

but not delivering care in 

exchange for money or property, 

and even outright theft is most 

often committed by the senior’s 

own adult children, followed by 

grandchildren, nieces, nephews, 

and others. And it’s not just  

 

Want to learn how to recognize 

computer threats and scams? 

 

Register for Computer Beginners 

with OSSCO! Visit OSSCO's 

calendar for more information: 

http://ocsco.ca/event-calendar

Health Care/Medicare/Health 

Insurance Fraud

Counterfeit Prescription 

Drugs

Funeral and Cemetery Scams

Fraudulent Anti-Aging 

Products 

Telemarketing

Internet Fraud 

Investment Schemes

Homeowner/Reverse 

Mortgages

Sweepstakes and Lottery 

Scams 

The Grandparent Scam

Source: 

https://www.comfortkeepers.ca/t

oronto/blog/top-10-senior-fraud-

scams-toronto-seniors-need-

know/

https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing
http://activeperleyrideau.com/
http://activeperleyrideau.com/
http://activeperleyrideau.com/
http://ocsco.ca/event-calendar
http://activeperleyrideau.com/
https://www.comfortkeepers.ca/toronto/blog/top-10-senior-fraud-scams-toronto-seniors-need-know/
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By Royal Canadian Mounted Police, 

Toronto - Financial Crime Section

Have you heard about the CRA 

scam?  Scammers pretend to be 

Canada Revenue Agency agents 

and claim that you haven’t paid 

your taxes or you owe money. 

They then threaten you with arrest 

or even jail time if you don’t pay 

right away!

 

Tax season is just around the 

corner and these types of calls 

may increase, so it is important to 

be aware and be prepared!

 

The Royal Canadian Mounted 

Police (RCMP) would like you to 

be able to protect yourself from 

this and other scam calls.

Don't fall victim to 

scams! 

What can you do to protect 

yourself?

Hang up!  If you don’t 

recognize a caller, or the call 

sounds suspicious, hang up!

Call the Canada Revenue 

Agency to verify your account: 

1-800-959-8281

Report the number that called 

you to the Canadian Anti-Fraud 

Centre at 1-888-495-8501

Remember that no 

government office will ask you 

to pay a bill in bitcoin, gift cards 

or bank drafts

Do not click on links in emails 

that appear to be from the 

Canada Revenue Agency. Log 

into your account via their 

secure website portal   

Canadians— of all ages and 

backgrounds —continue to fall 

victim to phone scammers. 

 

Last year in Canada, the 

Canadian Anti-Fraud Centre 

received 59,009 fraud 

complaints and reported more 

than $97 million in reported 

losses.  

 

The Canadian Anti-Fraud Centre 

collects information on all kinds 

of scams and frauds. 

 

You can call them at 

1-888-495-8501 or go online at 

www.antifraudcentre.ca

https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing
http://activeperleyrideau.com/
http://activeperleyrideau.com/
http://activeperleyrideau.com/
http://activeperleyrideau.com/
http://www.antifraudcentre.ca/
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Protect Yourself From 

Spam & Phishing 

Emails
By Bradley Charles, CEO, Cyber 

Pros Consulting

Make sure your email filters are 

getting updated consistently 

and as often as possible.

 

Ways to protect yourself:

Beware of March Madness, 

criminal hackers are at it again, 

after Valentine's Day their 

phishing agenda has moved to 

the next topic. They are now 

spoofing popular March 

Madness websites, and that 

includes bracket sites and live 

game streaming. Last season, 

traffic activity from users 

streaming games and checking 

brackets for updates increased 

by 100% during the first round of 

the NCAA tournament.

 

Also, monitoring sites observed 

an increase in malicious activity 

related to this category and 

discovered a clear upward spike 

in malicious activity, such as 

phishing pages, adware 

downloads, and attempted 

domain squatting. All of this is 

going on again this year, and it 

will be on your corporate 

networks if you do not take 

proactive measures.

 

If you don’t recognize an 

email sender be mindful 

before clicking any links in 

that email.

Be aware many hackers send 

password reset emails to their 

victims impersonating 

legitimate websites.  Things 

to watch out for example 

would be 

Microsoft.theoffendersdomai

n.com making you think it’s 

really Microsoft because their 

name is in it. That is not 

usually the case. Be aware 

that hackers use what is 

called a 

subdomain.realdomain.com 

address where as legitimate 

websites use example.com 

domains such as 

Microsoft.com or amazon.ca.   

Emails offering you to be a 

beneficiary are usually scam 

emails to steal your personal 

information for identity theft.

Never confirm personal 

information via an email only 

confirm email address.

If you receive an email from 

an email list, you don’t 

recognize just mark it as junk. 

They are hoping you will click 

the unsubscribe button  

letting them know your email 

address is real and then enroll 

you in hundreds of other email 

lists flooding your email with 

spam.

 

These are just some of many 

ways to protect yourself from 

phishing emails and scams.

 

To learn more or enroll in 

training classes to protect 

yourself and your computer visit 

www.cyberprosconsulting.com 

for more information.

Wendy's to pay $50M 

in data breach 

settlement

Wendy’s has agreed to pay $50 

million to settle negligence 

claims following its 2015-2016 

data breach that affected more 

than 1,000 of the burger chain’s 

locations.

 

Payment card data was stolen 

from victims who purchased 

food at these locations then 

used fraudulently at other 

merchants after malware was 

installed through a third-party 

vendor.

https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing
http://activeperleyrideau.com/
http://activeperleyrideau.com/
http://activeperleyrideau.com/
http://www.cyberprosconsulting.com/
http://www.cyberprosconsulting.com/
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Payment card data was stolen 

from victims who purchased food 

at these locations then used 

fraudulently at other merchants 

after malware was installed 

through a third-party vendor.

 

The settlement includes 

attorneys fees and costs. 

Wendy’s said it would end up 

paying roughly $27.5 million of 

its own funds after exhausting 

insurance, according to 

the press release. 

 

“With this settlement, we have 

now reached agreements in 

principle to resolve all of the 

outstanding legal matters related 

to these criminal cyberattacks,” 

Wendy’s President and 

CEOTodd Penegor said in the 

release. “We look forward to 

putting this behind us so that we 

can continue to focus on 

growing the Wendy’s brand.”

 

Last September, Wendy’s settled 

a class action lawsuit from 

customers affected by the 

breach. 

 

“Point of sale systems are 

lucrative targets for bad actors,” 

The Media Trust Digital Security 

and Operations Manager Mike 

Bittner told SC Media. “These 

systems are often outsourced to 

third parties with weak security 

postures, and give access to 

millions of payment card 

information. When malicious 

campaigns succeed, bad actors 

are able to either sell the 

information on the dark web or 

commit identity theft 

themselves.”

 

Bittner added the fact that 

Wendy’s has had to settle with 

financial institutions and 

consumers shows the growing 

importance of securing identity 

and financial information. He 

explained that consumer 

privacy laws, both those that 

have already been enacted as 

well as those over the horizon, 

will force business to improve 

their data protection and 

privacy capabilities.

 

Source: SC Media

https://bit.ly/2Vr4Rv8

March is Fraud 

Prevention Month, and 

some are more 

vulnerable than others

By Andrew Teasdale, CFA Charter 

Holder, Economist & Independent 

Consultant 

We all have emotions that can 

be taken advantage of and it is 

hard to keep track of all the 

scams out there.

 

Most of us have bank accounts, 

pay tax and we buy things.  Many 

may get threatening calls 

supposedly from the “CRA” 

saying “pay up”, e-mails from 

“banks” saying “there are 

problems with your account”, or 

calls saying “your computer has 

a virus” or “you have won a 

holiday”. 

 

Real businesses may contact you 

for a number of valid reasons.  So 

how do you know who to trust? 

The simple rule, first of all, is to 

trust no one. 

 

Never click on a link sent by 

anyone and never pass on any 

personal or financial information. 

No matter what the promise, no 

matter what the threat, no matter 

how much sense it makes, DO 

NOT RESPOND!

 

If you think a call, e mail or letter 

is from an organization you 

know, then call them back on a 

number you know to be true.  Do 

not use any information included 

in the e mail, or telephone call, or 

letter. 

 

The Canadian Competition 

Bureau has a website 

(http://www.competitionbureau.

gc.ca) on fraud and a page 

dedicated to fraud awareness 

month.  More information can be 

found in its “THE LITTLE BLACK 

BOOK OF SCAMS”. 

 

https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing
http://www.marilyns.ca/
https://bit.ly/2Vr4Rv8
http://www.cyberprosconsulting.com/
http://www.competitionbureau.gc.ca/
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But many of us are vulnerable 

to fraud for a number of other 

reasons and may need to trust 

others to help us make 

decisions. 

 

Some may be able to afford a 

professional adviser with a 

responsibility to act in their best 

interests, others may be less 

fortunate.  If you suspect  

someone you know is a victim 

of financial, or indeed other 

abuse, then Ontario.ca has a 

useful web page 

(https://www.ontario.ca/page/i

nformation-about-elder-abuse) 

as a start.

 

Andrew Teasdale has a strong 

interest in community, 

economics and complex 

systems. He is also currently a 

member of the OBSI’s 

Consumer and Investor 

Advisory Council and the Small 

Investor Protection 

Association’s (SIPA) Advisory 

Committee.

Aging + Brain Health 

Innovation: What's Next 

Canada? 
By Rebecca Ihilchik, Marketing & 

Communications Specialist, Centre 

for Aging + Brain Health Innovation

The Baycrest-led Centre for 

Aging + Brain Health Innovation 

(CABHI), together in partnership 

with Mary Furlong & Associates, 

is proud to host What’s Next 

Canada’s Inaugural Innovation 

Day—the longevity industry’s 

premier event for networking, 

collaboration, and learning 

opportunities.

 

Connect with leading 

entrepreneurs, startups, and 

established companies, as well 

as researchers, seniors’ care 

providers, and investors who are 

building and scaling innovations 

that will transform the future of 

aging and brain health in 

Canada and around the globe.

Topics and trends:

Rapid-fire pitch competition, 

featuring an international 

roster of companies vying for 

the 2019 CABHI Innovation 

Award

Latest technologies like 

robotics, virtual reality, brain 

health assessment tools, and 

artificial intelligence

Bridging the gap from 

research to adoption and 

commercialization

Global partnerships in aging 

and brain health innovation

Innovation Day will be held on 

March 20, 2019 in Toronto. It’s 

part of Baycrest’s 29th annual 

Rotman Research Institute 

Conference taking place March 

18-19, 2019.

 

To learn more and to register for 

What’s Next Canada’s Inaugural 

Innovation Day, please visit 

www.cabhi.com/innovationday.

 

Call the Seniors Safety Line 

1-866-299-1011 or visit Elder 

Abuse Ontario for more 

information: 

http://www.elderabuseontario.c

om/

NEED HELP NOW? GET 

HELP NOW!

https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing
https://www.ontario.ca/page/information-about-elder-abuse
http://www.cyberprosconsulting.com/
http://www.cyberprosconsulting.com/
http://www.cyberprosconsulting.com/
http://www.cabhi.com/innovationday
http://www.elderabuseontario.com/
http://www.elderabuseontario.com/


345 Wilson Avenue, Suite 404 Toronto, ON M3H 5W1

Telephone: 416-785-8570  Toll Free: 1-800-265-0779  Fax: 416-785-7361  Email: ocsco@ocsco.ca

Charitable Registration Number: 88502 6351 RR0001

Ontario Society of Senior Citizens Organizations

La Société des Organisations des Citoyens Aînés de l’Ontario 

Follow us! Click on icons below: 

Get Social, Don't Get 

Conned
By Greg Keane, Consultant & 

Trainer, Speak Geek To Me

Seniors are increasingly using 

social media (e.g., Facebook, 

Instagram, Twitter) to connect 

with family and friends. 

Statistics Canada reports that 

between 2013 and 2016, online 

activity for seniors aged 65 to 74 

grew 16%. You need to know 

how to protect yourself; there 

are predators

who want to access your 

information for their own 

purposes.

 

Below are a few tips: 

Supporting Safe 

Communities: Elder 

Abuse Prevention & 

Intervention

As part of our Learning Without 

Barriers workshop series, 

OSSCO is pleased to offer 

Supporting Safe 

Communities: Elder Abuse 

Prevention and Intervention. 

 

This workshop is offered free of 

charge to community groups,  

and will educate you on: 

By increasing awareness and 

holding discussions on this 

important topic, those in need 

will hopefully be encouraged to 

come forward and seek 

assistance. 

 

Interested in booking a 

presentation? Call OSSCO at 

1-800-265-0779 or email 

ocsco@ocsco.ca to book an 

OSSCO presenter or for more 

information. 

Think before you act: Be 

wary of profiles claiming you 

have won something, or to 

be someone you know. If at 

any time you feel there is 

something fishy or that 

things are too good to be 

true (they probably are), ask 

a family member or friend 

for advice.

Think before you click: 

Simply clicking on links can 

be all it takes to be 

scammed.

Think before you post: Be 

aware of the pictures and 

information you share and 

with whom. Social media 

sites have privacy and 

security settings you can 

adjust to protect your 

information.

Think before you view: 

Those cute cat videos could 

bite. Be cautious if they 

request personal 

information before viewing, 

and never download media 

players or plugins 

“required” to view videos.

Think before you tag: 

When posting pictures or 

indicating your location, be 

aware that you are letting 

others know you are away 

or that there is no one at 

home. Consider turning off 

GPS tagging on your 

smartphone, or posting after 

you return .

A good rule to remember is 

"ABC": Always Be Cautious. 

 

Questions? Write 

greg@speakgeektome.ca or 

visit www.speakgeektome.ca

By Susan McDougall, Educational 

Program Assistant: Learning 

Projects

how to identify elder abuse 

within your community 

what the risk factors are 

what resources are available 

should you or someone you 

know fall victim to elder 

abuse

https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing
http://activeperleyrideau.com/
http://activeperleyrideau.com/
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http://www.speakgeektome.ca/
http://activeperleyrideau.com/
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OSSCO & Recent 

Advocacy Work 

By Elizabeth Nykorowytsch 

Macnab, CHRL

The signs that an election in 2019 is 

coming are already here. Shortly 

after the appointment of Minister of 

Seniors, Philomena Tassi, I had the 

pleasure of meeting her twice and 

we will be connecting with Minister 

Tassi to reacquaint her with our 

charity, our work with seniors and 

what is important for aging 

Ontarians shortly. The former 

Minister of Seniors, MP Alice Wong 

organized a round table discussion 

with key seniors' organizations 

such as ours. We will collectively 

share out thoughts on gaps in 

services for older people and offer 

solutions. We are optimistic that the 

NDP will also take advantage of our 

knowledge now that their party 

leader, Jagmeet Singh is elected. 

 

Sometimes, it's difficult to separate 

out seniors' issues from the 

different levels of government as it 

takes multiple levels working 

together to benefit aging 

Canadians. For example, the federal 

government transfers funding to 

each province to deliver health care 

services. Each province can 

determine what it wishes to spend 

on health care funds on. This 

creates a barrier for citizens of one 

province when seniors are unable 

to relocate without penalty to 

another province (ie. to live with 

their children). One penalty is the 

three month waiting period where 

the senior is not covered by any 

provincial health care. What's 

worse is the senior gets a double 

penalty should they get sick and 

the physicians or hospitals in the 

"other province" are not required to 

honor their provincial health care 

rates. 

 

This year, I met many low income 

seniors who raised the issue of no 

provincial health care coverage. 

With multiple health issues, these 

seniors are prevented from 

purchasing our of Canada and out 

of province health care. I heard 

from one senior who was 

concerned about becoming ill 

during the three month wait period 

because medical care could cost 

them in excess of $15, 000. Wow! 

and we criticize Americans' for their 

health care system. 

 

Another issue OSSCO is raising with 

all political parties is that E.I. 

funding of 52 weeks does not meet 

the needs of older unemployed 

workers. Statistics show that older 

workers have difficulty finding any 

work the closer they are to the 

natural age of retirement (65). 

Federal government must invest in 

older unemployed workers at the 

same levels they do for youth and 

young adults. These young adults 

get a hand-up in terms of business 

start-up funding, training support 

and relocation.

AARP knows that it takes 60 weeks 

for someone over 55 to find work – 

of any kind. E.I. program needs to 

be changed to recognize the needs 

of the older worker.

 

OSSCO has also heard about the 

deficits in public and other forms of 

transportation. In the north, Sault 

Ste. Marie citizens travel to Sudbury 

for health treatment. There is no rail 

service between these 

communities Seniors are expected 

to drive 4 hours for health care ; and 

return home – that’s an 8 hour drive 

for health care! The elimination of 

Grey Hound Bus services to 

northern and rural communities 

resulted in isolating  its citizens, 

depriving seniors access to medical 

care outside their communities and 

hardships on low income 

seniors,who drive less frequently as 

they age.

 

There is much to discuss during an 

election year; and then the job of 

educating municipal, provincial 

and federal  stakeholders on gaps 

and opportunities for its aging 

citizens begins.

https://twitter.com/OSSCOwellbeing
https://www.linkedin.com/company/OSSCOwellbeing
https://www.facebook.com/OSSCOwellbeing

